Rules of Behavior for all Systems

The following rules of behavior apply to everyone (e.g., VHA employees, contractors, and business
partners) who has access to this VHA automated information system (AIS) resource(s). Because written
guidance cannot cover every contingency, personnel are asked to go beyond the stated rules, using their
best judgment and highest ethical standards to guide their actions. Personnel must understand that these
rules are based on Federal laws, regulations, VA and VHA Directives. As such, there are consequences for
non-compliance with rules of behavior. Depending on the severity of the violation, at the discretion of
management and through due process of the law, consequences can include: suspension of access
privileges, reprimand, suspension from work, demotion, removal, and criminal and civil penalties.

I understand that, when using the above resource(s), I am personally accountable for my actions and that I
must:

1. Protect sensitive information from disclosure to unauthorized individuals or groups;

Acquire and use sensitive information only in accordance with the performance of my official

government duties, utilizing established security policies and procedures. This includes: properly

disposing of sensitive information contained in hardcopy or softcopy, as appropriate, and ensuring

that sensitive information is accurate and relevant for the purpose which it is collected, provided,

and used;

Protect information security through effective use of my access codes and devices;

Protect my access codes and devices from disclosure;

Protect my computer equipment from damage, abuse, and unauthorized use;

Report security incidents and vulnerabilities to the ISO;

Comply with all copyright licenses associated with the resource;

Comply with the personal use of government equipment in accordance with my site’s local

policies and procedures;

9. T understand that the same security measures apply no matter where I am located. I will protect
information in a manner consistent with its value, sensitivity, and criticality.

10. I will comply with local policies and procedures regarding my use of the Internet.

S

I understand that management has the right, in the course of an official investigation to monitor, intercept,
read, record, and copy all information attributable to my access of this resource.

Unless and until the Director of this facility or my direct Supervisor releases me in writing, I understand
that all conditions and obligations imposed upon me by these rules apply during the time I am granted
access to this system.

I acknowledge receipt of and understand my responsibilities, and will comply with the rules of behavior for
the resource defined above.

Employee Signature, Title Date

Printed Name

Service Extension

Return completed, signed rules to: San Francisco VA Medical Center, ATTN: ISO, 4150 Clement St., San
Francisco, CA 94121
Interoffice mail to: ISO, Mailstop (IRMS) By e-mail to: nancy.devillers2@med.va.gov



